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Abstract. In today's age of technology, web applications have become essential parts of the
environment. Due to easy accessibility of the internet, the user can engage in actions without
considering the possible impact, leading individuals and organizations to commit such actions
freely. As a result, there has been an upsurge in cyber-attacks against web applications that are
prone to attacks. Mitigation is achieved using static code analysis with SonarQube in order to detect
vulnerabilities within the web application code. In this case, the aim is to contribute to developers
through the recommendation on how to develop their web applications while considering security
aspects. SSDLC is utilized to manage the web application used during the simulation of the cyber-
attacks and mitigation of the impacts thereof. Results are reported as comparisons made before and
after mitigation. Before implementation of mitigation measures, the web application was vulnerable
to all simulated cyber-attacks. After implementation of mitigation measures, it became clear from
analyses that the attack had no way of exploiting the secured vulnerabilities.
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1 Introduction

In today's digitalized world, cybersecurity is a significant problem considering the use of advanced
technology in all actions. It helps keep safety and connectivity through firewalls, encryption, access control, and
antivirus programs. Nonetheless, modern-day cybersecurity is still prone to cyber-attacks, such as Distributed
Denial of Service (DDoS), Brute Force, SQL Injection, and Cross-Site Scripting because of weaknesses in the
systems, which remain concealed from developers [1]. The most recent report published by ISACA (Information
Systems Audit and Control Association) about attacks in 2023 was that Social Engineering accounted for 15%,
Advanced Persistent Threats (APTs) — for 11%, Security Misconfiguration, Ransomware, and Unpatched Systems
each — for 10%, Sensitive Data Exposure, Denial of Service — for 9%, Broken Authentication and Third-Party
Risks each — for 8%, and Injection Flaws — for 7%. One of the most complex cyber-attacks, being rather invisible
and hard to detect, is known as the Zero-Day Attack. This attack exploits vulnerabilities of a system for which
there is no patch available at the time of the attack, and to hide the existence of the threat requires thorough
examination to find out the truth [3]. Researchers have noted that to detect those vulnerabilities, debugging,
particularly through static code analysis, may prove useful, as it helps to identify possible weaknesses in the code
of a system and generate mitigation to prevent further similar attacks [4]. Therefore, the utilization of a tool
specifically designed for remedial static code analysis, such as SonarQube Community Edition, will help detect
and mitigate vulnerabilities without executing the source code [5].

There is ample information available on the topic of cyber-attacks targeted at individuals, along with available
detection measures. However, the research problem lies in the fact that there is a significant knowledge gap in the
literature. While most research focus on vulnerability detection or theoretical mitigation strategy development,
few of them offer a simulation platform to evaluate the pre- and post-mitigation results of such attacks, within the
SSDLC model. Therefore, this research paper aims to fill this research gap through a thorough phase-to-phase
examination of web application security improvement. In this regard, the research uses a simulated laboratory
with Windows 10 and Kali Linux operating systems to show how Secure Software Development Life Cycle
(SSDLC) model implementation can help move a web application from the vulnerable phase to the protected
phase.

This research adopts a web application that has thow phases (Vulnerable phase and Protected phase) which
intended to be used for simulation purpose of Cyberattacks. It will show the before and after of the implementation
of the mitigation once it analyzed the vulnerabilities in it and see how effective it is for the web application. The
approach in this research is using SSDLC to ensure each phase of the web application was done in the right order
for the vulnerabilities to be located and finding the possible fixes [6]. When considering the complexity involved
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in cyberattacks, such attacks typically involve exploiting a vulnerability in the targeted system through a motive
for which they may be instigated by various reasons either as individual or group entities [7]. The following
section discusses several common types of attack vectors. Distributed Denial of Service (DDoS) refers to a
disruption technique that involves overwhelming the targeted system using a large amount of malicious traffic
and subsequently causing a service outage [8]. Botnets are considered part of the DDoS attacks as they are
comprised of multiple hijacked computers that are used to send a huge number of requests to the target system
[9]. Another prominent threat is known as SQL Injection attacks where the hacker uses the malicious scripts to
infiltrate the database present in the targeted system [10]. In brute force attacks, the objective of the attacker is to
break into the network system through various login credentials by guessing them all [11]. Lastly, Remote Code
Execution refers to an attack where the malicious code is executed in the targeted system from a remote location
[12]. Cross-Site Scripting is a web-based attack method that has a similar attack signature to SQL Injection but
targets web interfaces rather than database management systems [13]. Social Engineering refers to cyberattacks
that involve manipulating people instead of computers, where personal and private data like login credentials or
other confidential information is gathered from targeted users unknowingly [14]. A similar method used is called
Spoofing, where an attacker masquerades as a reputable business or entity to acquire important information from
a victim [15]. Phishing is a type of social engineering and spoofing-based attack where an attacker pretends to be
a credible website, application, or user profile to gather personal information from the user by input fields [16].
Identity Theft involves using someone else's authentic information, like a national identification card, to misuse
confidential information and assets of that individual [17]. Man-in-the-Middle attacks occur when an attacker
intercepts a communication session between two individuals without their knowledge [18]. Malware describes
software that is created specifically for surveillance, data theft, disruption, or destruction of the target computer
system. The most common types of malwares include viruses, worms, Trojan horses, ransomware, spyware,
rootkits, keyloggers, and magic bomb software [19].

The Web application environment was set up using JavaScript as the backend programming language,
MySQL to store the data being entered, Node.js to run the server side, and React.js to run the frontend side. Two
different operating systems had to be used to run both the Vulnerability Phase and Protected Phase; specifically,
Windows 10 was used as the Host OS, while Kali Linux was used as the Guest OS [20].

2 Research Method

The chronological methods of this research will be explained in this section, including the SSDLC, Research
Procedure, Simulation Flow and Research Environment.

2.1 Secure System Development Life Cycle

Secure Software Development Life Cycle acts as the methodology adopted by the current study for the web
application used as the simulation object in implementing the cyber-attack as shown on Figure 1. SSDLC is aimed
at minimizing risks of vulnerability in every development phase. The phases involved include:

a. Requirements: Identification of key features needed from the web application in terms of
functionality and security.
Design: Creation of the web application according to its requirements.

c. Development: Improvements regarding usability and security are emphasized in this web
application.

d. Testing: Testing the design created in the previous phase for identification of the web application
vulnerabilities.

e. Deployment: The development process is repeated until there is a reduced number of vulnerabilities
before deploying the web application
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Figure 1. Architecture of a typical wireless sensor node.

2.2 Research Procedure

The simulation process starts with the selection of the web application which is to be used as the target for
the simulation process. After deciding on the web application, the next process is to select a suitable simulation
tool that would undertake the simulation process via the static code analysis using the SonarQube. In following
the set rules by the selected simulation tool, the simulation process starts with identifying the vulnerability state
of the web application, and then mitigation is performed in order to gauge the level of compatibility between the

two states of the web application.

2.3 Simulation Flow

As illustrated in Figure 2 below, each of the stages involved in the simulation process has been captured. For
purposes of enhancing clarity in understanding how the simulation process works, the following key points can

be highlighted:
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2.4 Research Environment

Figure 3 demonstrates the execution of this activity in a virtualized environment, in line with the
experiment’s two operating systems. This system involves two operating systems, whereby Windows 10 acts as
the host operating system and controls the web applications, whereas Kali Linux runs concurrently with the
former, with the main task of exploiting the web applications.

st 05 Virtual Box)

Figure 3. Research Environment Simulation

3 Result and Discussion

3.1 Web Application for Simulation

The SignUp page, shown in Figure 4, is utilized for the purpose of generating a new user account. The
SignUp page features an XSS vulnerability, which exists in the vulnerable version of the web application that may
be exploited to break into or breach the system. Following the creation of the account, users are redirected to the
Login page of the web application. Sadly, the Login page suffers from SQL Injection vulnerabilities in the
vulnerable version of the web application.

Signup )
- Login

Username
Password

Password
Cenfirm Password

Belum purya akun? Daftar

Sudah punya akun? Login

Figure 4. Sign Up and Login Page

594



SAGA: Journal of Technology and Information Systems
Vol 4, Issue 1, February 2026, Page 591-598

ISSN: 2985-8933 (Media Online)

DOI: 10.58905/SAGA.v4i1.630

After successful verification, a web application interface appropriate for the simulation test is displayed. The
web application consists of five pages, namely, Home, About, Service, and Contact, as shown in Figure 5. The
About page contains clear information on the purpose of the selected web application, which is specifically for
simulation to detect hidden vulnerabilities when under cyber-attacks. On the other hand, the Service page lists
down the possible choices, but for now, it mainly serves the purpose of displaying the choices. The Contact page
is meant to store the input data collected; however, it can be prone to cyber-attacks such as SQL Injection and
XSS, as demonstrated in Figure 6.

Dashboard | Heme| Abo

Selamat Datang di Dashboard

Ini adalah halaman utama yang memiliki layout respensif

11:27:59 AM

Info Web

Environment: Local Testing
Versi: v1.0-alpha
Status: Ekspenmental

Figure 5. Homepage

Dashboard  Hi t Contact Log

Contact Page

Ini adalah halaman Contact pada web ini.

Name
Email address

Message

Your message

Figure 6. Contact Page that contain form

Figure 7 shows the results of the analysis, showing that the web application is unable to meet the standards
necessary for obtaining the Pass status at the Quality Gate. The reason behind this lies in the web application being
wholly susceptible to any form of attack by the hacker through the web application itself. There are five Security
Hotspots identified in the assessment, which may be susceptible to cyber-attacks such as SQL Injection, XSS, or
even hardcoded passwords.
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Figure 7. Analysis Before Mitigation

After the implementation of the mitigation strategy, the output produced is different, as shown in Figure 8
below. In this secure stage of the web application, the risks within the Security Hotspots are no longer present.
This implies that the vulnerabilities associated with these hotspots have been resolved, thanks to the mitigation
approach introduced previously through analysis. Thus, it facilitates the detection and resolution of any remaining
weaknesses in the existing web application.

main 736 Lines of Code + Version not provided () Setas homepage [2) Take the Tour

Quality Gate @ Last analysis 3 manths ago

v
Passed

The last analysis has warmings. See details

New Code Overall Code

Security Reliability Maintzinability

0 open issues A 10 openissues 8 11 open issue A

Accepted issues Coverage Duplications
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- T o on 843 fnes
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Figure 8. Analysis After Mitigation

Following the identification of the weaknesses that have been exposed in the web application, this study also
sets out some rules that would ensure that similar mistakes do not occur again in the vulnerable conditions of the
web application. Following the rules set out in Table 1 below can significantly reduce the probability of any
hidden problems that could emerge in the developed web application.

Table 1. Recommended Actions

Analysis Results Recommended Actions Results
There are function Make sure not to use Protected from Cross-Site
dangerouslySetlnnerHTML dangerouslySetiInnerHTML. Scripting.

usage within web application.

The source code doesn’t have Input  Implement validation based on data  SQL injection cannot
Validation. types (int, string, etc). penetrate the web
application.
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There were found

several dangerous function in the
source code that could lead to
unauthorized access.

Password quality appears to be
simple.

Unlimited login attempt from the
client side.

Sensitive informations such as
databases are not properly
protected.

No validation between frontend and
backend.

Low complexity password, high
potential to be easily hacked.

If not necessary, make sure not to
use the following commands:
exec(), system(), or eval().

Make sure to use hashing when
creating password.

Add rate limiting on the source
code.

Use .env command to store web
application’s confidental
informations.

Apply validations towards
backend and frontend.

Make sure to create high
complexity password to prevent

Reducing the occurrence
risk of Remote Code
Execution.

If a data leak were occured,
no data will be easily stolen.

Preventing Brute

Force from trying to break
in.

It will no longer be exposed
(hardcoded).

Mitigates the next possible
cyberattacks on the backend
side or frontend side.

It won’t be easily penetrated,
especially with the tool such

further unauthorized login attempt. ~ as Brute Force.

4 Conclusion

In this research, it has been proven that a particular vulnerability will happen regardless of what actions have
been taken before to prevent this from happening. As a result, the necessity for implementation of preventive
actions to prevent a threat is crucial through static code analysis using appropriate software like SonarQube. In
the results, after the mitigation, the web application security increases significantly. Even though this process
cannot guarantee the absence of any attacks, this strategy may help increase the security level of the application
in question. However, since vulnerability is found in the code, it may be useful to conduct some other actions as
well.
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