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Abstract. The Internet network is important because now it has entered the 4.0 era, where all
community activities are primarily carried out with the help of the Internet. Therefore, the internet
network can also connect. One example of using the Internet is currently needed in the school
environment. Teachers and students must carry out learning transformations that are usually
paper-based and are presently changing through the Internet. As is the case with all teachers and
students in private vocational schools. From the results of observations that have been made, not
all teachers and students get good internet service. Then, when checking on the server side, it
turned out that the internet network management was not following the standards in the field, so
the three ISPs (internet service providers) were not being utilized optimally. One solution emerges
from presenting these problems: combining and dividing the burden evenly among the three ISPs.
The process of distributing the ISP load evenly is called load balancing. In this study, the load
balancing method used is the Per Connection Classifier (PCC) method, which can work optimally.
This study's findings indicate that the inefficiencies in internet service provision within private
vocational schools are due to suboptimal internet network management practices, leading to the
need for more utilization of the available internet service providers (ISPs), and proposes the
implementation of load balancing as a solution.
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1 Introduction

The Internet network is important because now we are entering the era of the industrial revolution 4.0, where
all community activities are mostly carried out with the help of the Internet [1], [2]. Therefore, the internet
network can connect [3], [4]. One example of using the Internet is currently needed in the school environment.
The existence of the Internet today has a positive impact on the education sector. The Internet has become
necessary for schools, teachers and students [5], [6]. Teachers and students are required to carry out learning
transformations which are usually paper-based and are currently changing through the use of the internet
network, which can be accessed anytime and anywhere with various devices, computers [7], [8], gadgets,
laptops, tablets, and smartphones [9], [10]. As is the case with all teachers and students in private vocational
schools.

Private Vocational Schools are one of the vocational high schools that have used the Internet as a media aid
in learning, one of which is when carrying out school exams where the answer sheets are no longer paper-based.
So, students must carry out the exam process using the Internet. During the exam, the school facilitated the
internet network through Wi-Fi, providing internet services through three Internet Service Providers (ISPs).
When viewed from the perspective of Internet service providers, it should cover all teachers and students.
However, from the results of observations that have been made, not all teachers and students get good internet
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service. Then, when checking on the server side, it turned out that the internet network management was not
following the field standards, so the three ISPs were not being utilized optimally. From the explanation of the
problems above, one solution emerges: combining and dividing the burden evenly among the three ISPs. The
process of distributing the ISP load evenly is called load balancing.

Load balancing is dividing an application's or server's traffic load [11], [12]. Generally, load balancing can
be done using several methods, namely: ECMP (Equal-Cost Multi-Path), NTH method, and PCC [13], [14],
[15]. In previous studies, the load balancing method with the PCC method can work optimally [16], [17]. Then,
in other studies, the PCC method also has advantages over other load-balancing methods [18], [19], [20]. This
study will carry out load-balancing using the PCC method.

The load balancing process only distributes the traffic load evenly to all ISPs connected to the server and
cannot perform ISP backups if one of the connections has problems. So, in this study, the load-balancing
process will be combined with the application of failover through a recursive gateway. It is hoped that this
research can overcome the problems previously described.

2 Methods

The data collection method used in this study uses three stages: library research, experimental, and analysis.
In addition, researchers also note what needs will be used in the research process. The following is a detailed
explanation of the three stages of data collection.

2.1. Literature Review

Internet networks are not designed to allow different processes for different types of traffic. This is a
problem when having different types of traffic with different terms of service. Applications on the network
sending traffic and consuming resources, then the resource-intensive traffic is hurting traffic. In addition to
Quality of Service (QoS), a traffic engineering mechanism is also needed to overcome problems that arise when
traffic jams occur. One of the protocols that can provide flexible traffic engineering services is load balancing.

There are many methods for load balancing, but one of the methods used in this research is the Per
Connection Classifier (PCC) method. This method determines the best load-balancing method for your data
transfer application. Tests in this study use Quality of Service (QoS) parameters such as throughput, packet loss,
and fairness index [21]. Throughput is the total number of packets that arrive at the destination in the specified
30-time interval divided by the period of the time interval. Packet loss is data packets lost during transmission.
And the final fairness index to determine whether users or applications receive adequate resources [22], [23].

2.2. Experimental

The experimental procedure is the procedure for testing the system: configure the router, send data between
the client and server using the The Internet Control Message Protocol (ICMP), and check whether the client and
server are connected. Then configure and test load balancing on the network to see if the router load balancer is
ready [24].

2.3. Analysis

Analytical steps are carried out to find out the causes and consequences of the problems found. In this
analysis, the client sends data to the server to determine the throughput value. After sending, the packets are
captured by Router A and Router B. This differs from calculating packet loss values because Router S catches
packets when lost. The fairness index is determined from the throughput value collected and calculated using the
fairness index formula.

3 Results and Discussions
3.1 Nth Collection of Data and Parameters

Before carrying out load balancing testing, researchers prepare data and determine what parameters are
needed. Hardware and software requirements have been described in the previous chapter. Then, researchers
make the necessary parameters in implementing load balancing with the PCC method, including grouping IP
addresses. The IP address used by research is class B for medium to large-scale networks. The following is a
grouping of IP addresses according to the points where there are access points.

a. Kurikulum : 172.16.10.1/16
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b. LAN-Client 1 172.17.10.1/16

c. LAB: 172.18.10.1/16

d. Surveillance 0 172.19.10.1/16

e. Dapodik : 172.20.10.1/16

f. Wifi : 172.21.10.1/16 — 172.33.10.1/16

3.2 Topology Design and Manufacturing

In implementing a wide area network, a clear design and topology are needed so that you don't get confused
and know the paths and cable lines connected from the access point to the central server. The following is a
picture of the implemented network design and topology.
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Figure 1. Private Vocational High School Network Topology

Figure 1, it can be seen that 3 ISPs are connected directly to the Mikrotik router, where load balancing will
be applied to the router. Then, Mikrotik, as the main router, also provides facilities such as a DHCP server to
speed management for each user. The following are details of the internet network topology:

a. Mikrotik CCR 1016-12G

1. LAN-Kurikulum : Ethernet 1

2. LAN-Client : Ethernet 2

3. LAN-LAB : Ethernet 3

4. LAN-Surveillance : Ethernet 4

5. LAN-Wifi : Ethernet 5

6. LAN-Dapodik : Ethernet 9

7. ISP-ICON+ : Ethernet 10 (45 Mbps UpTo + Dedicated)

8. ISP-Indihome : Ethernet 11 (300 Mbps UpTo)

9. ISP-Astinet : Ethernet 12 (10 Mbps Dedicated)
b. Unifi Switch Controller (SW1tch)

1. Port PoE : Access Point Unifi

2. Port Standar (non PoE) : User Switch (LAN)
After everything is connected, the next step is configuring the system so that load balancing can be applied
and users can connect to the Internet.
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3.3 System Configuration

Implementation Each router must go through the configuration stage first. In this study, the router
configuration was applied to the CCR1016-12G series Mikrotik devices, where the series was chosen because it

saw the field conditions of many users using internet access. The router configuration process does not only
configure standards (users can connect to the Internet) but up to load balancing configurations. As explained in
the previous chapter, the load-balancing method used in this study is the PCC method. The configuration

process begins with changing the router's identity to configure load balancing. The following is a detailed

process that is done.
A. Identity Configuration

Each router must have a user identity to distinguish one router from another. By "Default", the identity in
MikroTik is "MikroTik". Identity can be changed as desired. Log in to the Mikrotik router via Winbox, Figure 2
(a). The next step is to select the "system > identity" tab. In Figure 2 (b), a box will appear to enter the router's
identity name. Use the command line, open "New Terminal", and type the command in Figure 3.

@ ‘WinBox (64bit) v3.36 (Addresses)
File Tools
Connect To: ([NENERETER

Login: [admin

Password:

Connect To RoMON

Figure 2. (a) Login Mikrotik

- O x
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(b) System Identity Router

ity set name=3MEN3Purwokerto

B. IP Address Configuration

Figure 3. Command Line New Terminal

IP address settings on Mikrotik are needed to access the physical interface via network logic addresses. The
IP address used is adjusted to the specifications described in the previous point. Following are the steps of IP

address configuration:

1. First, change the interface name that will be given an IP address by clicking "interfaces" and then
double-clicking the interface to be replaced, Figure 5. To assign an IP address to the interface via the IP

menu -> Addresses -> "+", Figure 4.

2. The IP address is adjusted according to predetermined criteria, and the interface is selected according to
the needs. Figure 6 displays the results of the IP address configuration. There is a writing code "D" in
the first column, meaning dynamic or dynamically obtained IP address from the ISP (Internet Service

Provider).
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Figure 4. IP Addresses Interfaces
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Figure 5. General Interfaces
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Figure 6. Configure IP Addresses

C. Configure DNS

If a TCP/IP network has a lot of hosts, it will be difficult for humans to remember the existing IP addresses
(perhaps for computers, this is not a problem). These IP addresses need to be covered with names that humans
can remember easily using DNS (Domain Name Service). The DNS used in this research is from Cloudflare
because it can hide the real IP address of a web hosting. There are 4 DNS used because each ISP will have 1
DNS later. The following DNS Cloudflare provides include 1.1.1.1, 1.0.0.1, 1.1.1.2, and 1.0.0.2. To provide
DNS via IP -> DNS -> "+" menu as shown in Figure 7 (a). Suppose you want to use the command line, open
"New Terminal", and type the command as shown in Figure 7 (b).

6 WireGuard
32 brdge
= PPP
*12 Mesh ARP N
P I Addresses et 111 ® oK
WpLs I Coud 1001 # Cancel
& IPv6 I DHCP Clent 1112 s
P Rutng | DHCP Relay 1002 4
System I DHCP Server Dynamic Senvers
B Gueves DNS
Use DoH Server: .
= T LLLLLOGL LLL2 10.0.2 5l
Log Hotspot Verfy Dok Catfieate
&7 RADIUS IPsec

Figure 7. (2) Domain Name Service (b) Command Line DNS

D. Firewall Configuration

A firewall is a system or device that allows network traffic that is considered safe to pass through and
prevents unsafe network traffic. Firewalls are also used to control access to anything that has access to the
private network from outsiders. The following is a firewall configuration so that users can connect to outside
networks. On the Winbox UI view, navigate to IP -> Firewall. Then the Firewall window will appear, then
select NAT and select the + sign, Figure 8.
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Figure 8. Firewall Configuration

All ISPs connected to Mikrotik must be configured as above. Figure 9 below is the result of the
configuration of the three ISPs.

# Action Chain Src. Address | Dst. Address | Proto... Src. Port | Dst. Port  |In. Inter...|Out. Interface

0 masquerade _ sronat ISP1-INDIHOME

1 masquerade  sronat |SP2ICONET+BROADBAND
2 masquerade  sronat |SPIICON+DEDICATED

3 masquerade  sronat |SP4-ASTINET

E. Configure DHCP Server

Dynamic Host Configuration Protocol (DHCP) is a service that allows devices to distribute/assign IP
addresses automatically to hosts on a network. How it works, the DHCP Server will respond to requests the
DHCP Client sends. The following are the steps for configuring the DHCP server.

1. Click the IP menu -> DHCP Server -> Click DHCP Setup. By pressing the DHCP Setup button (Figure
10), the DHCP wizard will direct you to make settings by displaying dialogue boxes at each step. Then
it will be asked to determine which interface the DHCP Server will be active on. In this case, the DHCP
Server is activated, for example, ETHI-CURRICULUM, then click Next.

Figure 9. ISP Configuration

DHCF Setup

DHCP Server Interface: |EIIRAIWIAIIT] ¥

Back Cancel

Figure 10. DHCP Setup

2. Previously, the IP address 172.16.10.1/16 was installed on ETH1-CURRICULUM. So in the second
step, determining the DHCP Address Space will automatically take the same IP segment. If the previous
interface does not have an IP, it can be determined manually at this step. Next, specify the IP Address
that the DHCP Client will use as the default gateway later. The wizard will automatically use the IP
address installed on the ETH1-CURRICULUM interface. Determine the IP Address distributed to the
Client, Figure 11. The wizard will automatically fill in the IP host on the segment that has been used. In
this example, IP 192.168.4.1 is not included in Addresses To Give Out because that IP is already used as
a gateway and will not be distributed to clients.
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DHCP Setup =B
DHCP Address Space: | IZEIIE Gateway for DHCP Network | EZAIIAL
Back Cancel Back Cancel

Figure 11. IP Address that will be distributed to the Client

3. Determine which DHCP Client will make DNS requests to which server. The wizard will automatically

retrieve the DNS setting information that has been made on the DNS menu or IP. But it is also possible if
a DNS Client request is specified to a certain server. The final step determines the Lease-Time, which is
how long an IP Address will be loaned to the Client. To avoid being full or running out of IP, don't set
the Lease-Time too long, for example, 10 minutes. Figure 12 below is the result of the DHCP server
configuration:

Name Ineface Relay |Lease Time Address Pool Add AR
dhepl ETHI-KURIKULUM 00:10:00 DHCP_KURIKULUM o
dhep2 TH2LAN 00:10:00 DHCP_LAN no
dhepd ETH3LAB 00:10:00 DHCP_LAB no
dhopd ETH4-SURVEILL. 00:10:00 DHCP_SURVEILLANCE o
dhops ETHS-DAPGDIK 00:10:00 DHCP_DAPODIK o
dhepé VLANKEPSEK 00:10:00 DHCP_KEPSEK no

- dnep? ETHS-UNIFI 00:10:00 DHCP_UNIFI no
- dnep8 VLANGURU 00:10:00 DHCP_GURU no

DNS Servers: [1.1.1.1 & dhepd VLAN-WAKA 00:10:00 DHCP_WAKA no

dheplD VLANTU 00:10:00 DHCP_TU no

1001 Y dhep11 VLANBK 00:10:00 DHCP_BK no
e 3 v dhop12 VLAN-LOBBY 00:10:00 DHCP_LOBBY o
dhop13 VLAN-HOTSPOT 00:10:00 hsoool-17 o

1112 Y dhople VLAN-AULA 00:10:00 DHCP_AULA no
NN - dnep15 VLAN-KURIKULUM 00:10:00 DHCP_WIF_KURIKULUM no
dhep16 VLAN-HOTEL 00:10:00 DHCP_HOTEL no

- dhep1? VLAN-SEMENTA 00:10:00 DHCP_SEMENTARA no

1002 - dhep1s VLAN-LSP 00:10:00 DHCP_LSP. no

Figure 12. DHCP server configuration

F. Load Balancing Configuration

After all the basic configuration steps have been completed, the final step is configuring load balancing

using the PCC method. The following are the configuration steps.

1.

3.

Determine Classifier, Denominator, and Reminder Values. I will choose Both addresses and ports as the
classifier because this Internet will be used in several locations with distribution routers. The
denominator value is 19, while the remainder starts from 0 to 18.

Create a local IP list. This research only applies load balance traffic to and from the Internet that passes
through the WAN. Meanwhile, local traffic will be bypassed. To ensure that, you have to make a list of
IPs used by the local network. In the firewall window, select Address Lists, and add a local network.

Firewall Address List <okal> = E3
Name: * oK
Address: | 172.0.0.0/10 e
Timeout: v Aoply

Creation Time: | Apr/24/2022 20:52:35

Disable

Comment

Copy

Remove

enabled

Figure 13. Firewall Address Lists

Bypass Local Route. So that traffic to and from the local network that passes through the router is not
subject to load balance, then you need to add a mangle like the one below. Select the mangle tab in the
firewall window, Figure 14.

Mangle Rule <> =B
General | Advanced Extra Action Statistics
Chain: ¥ Cancel
Src. Address - rorty Note:
Dst. Address | e - Chain prerouting: connections that will enter the
Mangle Rule <> [=1 E3 router
el Aovenod el il e e O - Src. Address lists, Etc. Address list: a list of IP
Src. Address List: [T |lokal - Cancel
Det. Address Lt 1 [kl %] ~ s addresses from and to the local network
e e - Action: accept (give data sending traffic permission)
Mangle Rule <>
General Advanced Extra Action | Statistics OK
Action: = IINN | ¥ Cancel
Log Apply
g b

Figure 14. Local Route Bypass

110



SAGA: Journal of Technology and Information Systems
Vol 1, Issue 3, August 2023, Page 104-113

ISSN: 2985-8933 (Media Online)

DOI: 10.58905/SAGA.volli3.169

4. Mark Connection with PCC. Even without marking connections, mark routing can be done with this PCC
method which will later be passed to certain paths. However, it is better to mark the connection first
before marking routing for efficient use of resources. Following is the configuration of the connection

tagging.

Mange Ruie < (O]
Genersl | Advanced Extra | Action | Staitis oK
Chain E2 Cancel
Sre. Addfess: e Aorly
Protocl v
. Port Ell——=s
Mangle Ruie <> (o] x]
General Advanced | Eara | Action | Staistcs oK
Sre. Address List: €3 okl 3lale Cancel
Dst. Adcres List: 1] [iokal 3|~ Poply
Layer? Protocal A Disable
Contert - Commert
Connection Byes: - Copy
Connection Rate: - e
Per Connection Classifier: ] [both addresses and pots |[:[19 /o - e
Mangle Rule <
General | Advanced Btra  Acton | Statitis oK.
Action s Caneel
- Aoply
Log Prefix. o Dsable
New Connection Mark: [on15P1 s Commert
v Passthough Copy
Remave

Figure 15. Mark routing with the PCC method

5. Each connection that leads to ISP 1 to ISP 3 will be collected first, along with the results of the mark
connection configuration, Figure 16. Next is unification by way of mark routing. The configuration is
almost the same as the mark connection. The difference is the action used is mark routing. The following
is the result of the configuration.

" Mark Connection 15P1

19 & mak comection _ prerouting Ikl lokd cmiSP1
20 # mak comection  prerauting lokal  lokal  cmiSP1
21 # makcomection  prerauting Ikl loka  cmiSP1
22 # makcomedtion  preruting Ik lokd  cmiSP1
23 & mark connection  prerouting lokal lokal  emISP1
24 @ makcomection  prerauting ik loka  cmiSP1
25 & makcomection  prerauting ikd  lokal  cmiSP1
2% & mark connection  prerouting lokal lokal  emSP1
27 # makcomedtion  prerauting lokd  lokd  cmiSP1
28 #makcomection  prerauting lokal  lokal  cmiSP1
2 & mark cornection  prerouting lokal lokal  emISP1
30 # makcomection  prerouting Ik lokd  cmiSP1
3 #makcomecton  premuting lokal  lokal  cmiSP1
32 & makcomecion  prerouting ikl lokal  cmiSP1
33 # mak comection  prerouting lokd  lokd  cmiSP1
-1 Mark Connecton 15P2
34 # makcomnection  prerouting lokal  lokal  cmdSP2Z 2 Mark Routing PCC
35 # makcomection  prerouting ikd  loka  omdSF2 3 @Pnakmdng  preoding okl ok 151
i Mark c;””m‘m 15P3 ) ¥ frakodng e loka kel 15P2
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Figure 16. The result of the mark connection configuration

6. Route the Marked Connection to the Gateway of Each Line. After everything has been set, the next step
is to perform routing from the mark routing connection to each ISP network.

Raie 000 00>1001> EE

General | Status  MPLS oK General | Status  MPLS oK
Dst. Address: Cancel Dst. Address. ]
Gatenay: [11.1.1 Aeply Gateway: 1001 Aeply
‘m"etif;::: 1521681, /ISP 1 NDHOME Discble Immediate Gateway: 10.137.0.1%I5P2-/CONET+BROADBAND Drecble Note:
ommer Local Address: .
e of = Comer - DST. Address: 0.0.0.0/0 (routing
Suppress Hw Offload = Erie M Copy
S— o e Sppress o Ofcad - all IP addresses)
o= : . R - Gateway: Customize DNS that
Tanget Seape: [30 - Scope: [30 N
e— . Teget Sope: 30 o has been installed
Routing Table: |ISP1 2 VRF Inteface v :
P, Sxroe o - - - Distance: Sequence of
Route <0.0.0.0/0->1 Route <0.0.0.0/0->1.0.0.2> =B . .
sl = —— = connection. If the sequence is
. Addess ol oo o = 1, then all connections will run
Gateway: [1.1.1.2 Apply e
Immediate Gateway: 103.111.31.81%ISP3ICON+DEDICATED D\s:b\e ‘mmetzi::;z SV LPUSPEASTINEL Disable together
Local Address: Comment
= = TEeEm_——— = - Routing Table: connecting
‘Suppress Hw Offload emove . .
S N = e : each routing mark with each
Scope: [30 - Target Scope: [30 a
Target Scope: [30 - VRF Interface: ~ ISP‘

Routing Table: [ISP3 E3

Figure 17. Marked Connections to Gateway Each Line
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4 Conclusion

Based on the results of this application, an experimental process has been carried out to show that the
implementation of load balancing is very effective in private vocational schools. The burden given to the three
existing ISPs is evenly distributed, and no one is overloaded. In addition, the traffic for each user is also smooth.
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